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Executive Summary
• Access to Internet in the Barrowcliff area is probably higher than first thought,
with over 70% of households having residential Internet Access
• Barrowcliff has access to good residential broadband services and speeds
along with good 4g mobile coverage. Community Wi-Fi projects are probably
not necessary
• Combined with smart phone usage and access to the internet at school, work
or other resources than access is not a major problem except for the hard to
reach such as the elderly, and those in extreme poverty
• Many other organisations local and national offer help with digital inclusion
and training
• Local employers do require IT skills, these skills are now becoming available
via schools and colleges due to changes in the national curriculum along with
the creation of establishments such as the University Technical College
• Being online comes with security and privacy risks, not understood by most
people
• Lack of a central community centre or hub, makes any project involving
digital engagement or inclusions expensive and risky
• Focusing on promoting and working with existing organisations and schemes
reduces financial outlay and risk
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Chapter 1
Introduction
The purpose of this report is to investigate for the Committee members of the Barrowcliff Big Local Project potential projects for improving Digital Inclusion in the
area. The proposal for this study arose following a meeting of various stakeholders
to discuss potentially setting up a computer recycling social enterprise. After the
meeting it was decided that before anything of that scale should to be attempted,
a better understanding of the local digital landscape in the Barrowcliff area would
be needed and that there may be other options that could benefit the community
more.
The scope of this report was to:
• Give an overview of the area, demographics and community
• Research current thoughts and initiatives around digital inclusion, both at
local and national level
• Review existing Internet Access options and estimate current access by residents
• Research Alternative Internet Access options e.g. community Wi-Fi
• Understand what Devices are used to access the Internet
• Examine what existing IT training options are available
• Look at employment opportunities in the area and what technical skills could
be needed
• Security and Privacy Implications of using the Internet
• Offer thoughts on potential projects to the Big Local Committee
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This report has had to cover a wide field of knowledge and has been written
presuming that readers have little technology expertise (apologies if you do!). It
will hopefully give help and understanding to the Big Local committee members
when making decisions around spending on Big Local IT projects.
Technology advances at an extremely rapid pace, and whilst becoming simpler
for the end user, the simple interfaces hide ever more growing complexity behind
the scenes. This ease of use comes at a price, and that is the increasing security
concerns as more people use the Internet and the services they access. Throughout
this report I repeatedly mention security and privacy. I do this to ensure that
committee members think seriously about any decisions they make following this
report. No network is totally secure and no software is bug free. Encouraging
people to use the Internet and the services that it brings is a commendable goal,
but ensuring they can navigate it safely is also important. For people already
vulnerable to fraudsters, scams, gambling addiction, pay day loans etc. access to
the Internet widens the opportunities for them to be targeted. It is our experience
that most people pay lip service to Internet Security and either don’t care or do
not believe it will happen to them.
The area of digital inclusion involves many different participants and initiatives and the landscape can change rapidly. This report has been written through
a period of rapid change in local government and charity/voluntary sector funding,
including austerity cuts feeding through from central government. This report was
started in the summer of 2016 and there may have been changes in the organisations and the services they offer in the time before this report was finished. I have
tried to make notes on these changes and have included a list of resources at the
end of the report to allow you to get more up-to-date information if required.
As I am independent and not part of the Big Local Committee, I am not party
to knowledge of any other projects, actual or potential, that may have impact on
my recommendations or opinions. Apologies if I have made any presumptions or
have opinions on the area or Big Local Project that may have been misinformed
or formed incorrectly.
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Chapter 2
Barrowcliff Big Local Overview
Barrowcliff was awarded a grant of £1,000,000 as part of the Big Local trust. This
money is to be spent over at least 10 years on various projects that fit into the
following 5 wishes:
1. Good parks and childrens play areas within easy reach of all, safe to use and
well looked after
2. Well used community facilities with lots of activities for all ages and parts
of the community
3. A community with positive ambition, good education and jobs, and help for
those in need
4. A healthy community, with good sports facilities and clubs, and healthy diets
and lifestyles
5. A clean and safe neighbourhood with a well-kept environment and safe streets
and path

2.1

Demographics

The Barrowcliff Big Local area is a unique area of Scarborough that does not
match with any other political or administrative boundaries. The projects area
and boundary are shown in Figure 2.1.
Barrowcliff has a population of around 3645 people and sits within the wards
of Newby and Woodlands in Scarborough. The estate is an urban area located
approximately 1.5 miles west of Scarborough town centre. It is primarily residential
areas, with most of the estate built in the 1950s.
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Figure 2.1: Map showing the boundary of the Barrowcliff Big Local Project

2.2

Community Resources

Within the Big Local Boundary there are a few community resources. There is
Briercliff Children’s Centre; which is targeted mainly at providing resources for
families and children. It is owned and run by North Yorkshire County Council
and any organisations wishing to run services through there must now go through
an extremely convoluted and complicated process to be on the Approved Provider
List. Gallows Close Centre is a small community centre that is used by local
residents, however it sits outside the Big Local Boundary and there appears to
be some conflict between the centre and the Big Local Project. There are also a
couple of churches within the area, and Wreyfield Methodist church is used as a
community hub for certain groups.
There are a few local shops and businesses but not a lot of commercial property.
Lack of a proper independently run community centre or hub appears to be a major
gap in the ability to provide the sort of services that this report is investigating.
More information about the project can be found at:http://localtrust.org
.uk/get-involved/big-local/barrowcliff
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Chapter 3
Digital Inclusion Overview
What do we mean when we talk about digital inclusion? It is having the ability to access and competently use services on the Internet.
This includes using online banking, online shopping, price comparison,
communication via email, messaging or social media as well as the consumption of media such as YouTube and Netflix.

3.1

Introduction

The government has recently changed its terminology from digital inclusion to
digital engagement as it feels that the ability to access the Internet is no longer
a barrier, rather it is focussing on people unwilling or unable to use the services
available.
As can be seen later in the report, perhaps a larger proportion of properties
in the Barrowcliff area than first thought have fixed line Internet access and if
combined with smart phones and access via libraries, work and education, a decent
percentage of residents of Barrowcliff do have access to the internet. So as the
government suggests, perhaps focus should be on the hard to reach people, such as
the elderly or those in extreme poverty but also helping those who have Internet
access but perhaps do not have the skills or confidence to access more services.

3.2

National Overview

It is estimated that currently 12.6 million adults in GB lack basic digital skills
and capability to make the most of the Internet1 (that is 23% of all GB adults).
1
https://www.goodthingsfoundation.org/research-publications/digitalinclusion-stats
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Research describes the five basic digital skills as:
1. managing information
2. communicating
3. transacting
4. creating
5. problem solving
More information and research can be found at the Good Things Foundation
(Formerly The Tinder Foundation) website2 .

3.3

Why do people need to be online?

Introduction
Having access to the internet and the knowledge and confidence to use it effectively
can bring many benefits to modern life. This is not saying that the internet is
the answer to all our social problems, and just by providing free Wi-Fi or offer
training employment will rise or old people will not be isolated. It is also worth
acknowledging that the rise of internet and digital technology has brought its own
unique set of problems particularly around security and privacy, some of which are
addressed later in this report. Below are some of the benefits to people that may
occur from being “digitally included”.

Financial Inclusion
Financial exclusion is the result of limited access to banking services and products.
High street banks are continuing to close more of their branches as more people
use online and telephone banking services. People who are financially excluded
may end up paying more than they could or should and at worst they risk being
socially marginalised.
As more products and services become“digital by default” or “online only”
digital exclusion is becoming more of an issue and is severely limiting people without access and/or knowledge pathways to cheaper financial products and services.
Digital inclusion for financial purposes can bring benefits such as:
• Cheaper Financial Services: access to online only insurance policies and
energy tariffs
2

https://www.goodthingsfoundation.org/
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• Wider choice of products: access to online only accounts, some offering better
rates of interest for saving and borrowing
• Online payments: the ability to pay bills online can save money and is is
often quicker and easier
• Government Services: Many government services such as Universal Credit
are moving to“digital by default”

Money Management and Control
As mentioned above the internet allows access to lots of financial products and
services, many of which are unavailable offline. This allows people to make informed decisions and save money, but can also improve their money management
and control, by seeing quickly and at their own convenience when payments are
going in and out of their accounts along with being able to move money to and
from different accounts efficiently.

Accesssing Information
This is what the internet was created for and the amount of information now
available is probably beyond human comprehension. but on a day-to-day basis
being able to find out up-to-date information can improve quality of life and save
time and money in many areas such as:
• Travel - looking up timetables, warning of delays in services, route planning
etc.
• Health - booking GP and hospital appointments, accessing NHS Direct. Not
only does using these services improve your options and save time, it also
saves the NHS time and money. Not to be confused with treating yourself
with self-diagnosis on the Internet!
• Shopping - access to reviews, price comparison, online shopping including
groceries
• Consumer Rights - get help and advice from experts and other who have had
similar problems
• DIY - find articles and videos to help solve simple DIY problems such as
dripping taps, draining radiators etc.
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• Hobbies and Interests - before the internet finding someone who shared your
love of model railways, quilting or American Football was reduced to your
social group in your local area. Now you can find, communicate with and
share your enthusiasm with people from all over the world.
• Genealogy - Many national, county and parish records have now been digitised making researching your family tree just a click away.
• Council Services - even Scarborough Borough Council(SBC) are preferring
many of their services to be accessed digitally. Not only is it cheaper for
them, but for consumers, complaints and problems can be dealt with quicker
if they are reported digitally. Filing complaints about missed bin collections
or graffiti via the SBC portal will be sent directly to the correct department
and dealt with sooner than ringing the Council Helpline.

Reducing Social Isolation and Loneliness
The Internet allows people to communicate with friends and family if they are
unable to meet in person; whether it be due to distance or disability or incapacity,
emails, Facebook, Skype etc. can allow people to feel less isolated.

3.4

Why People Aren’t Online?

The three main reasons people are not online are:

Motivation
According to the Office of National Statistics 82% who are are not online at home
say it is because they have no need (Communications Market Report 2015, Ofcom,
August 2015, Households and Individuals, ONS, August 2015).

Skills and confidence
If you are not used to using computers or tablets then getting online can seem
a daunting and confusing task. Surveys show that 17% are not online at home
due to lack of skills (Communications Market Report 2015, Ofcom, August 2015).
However 88% feel more confident after getting help to use the Internet (UK online
centres Learner and Progression Surveys Annual Report, IFF Research, 2014).
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Sustained Access
For people and families on low incomes then cost can be a factor. Obtaining an
internet presence at home requires a financial commitment of upwards of £250 a
year not including equipment such as a PC or tablet and connection fees. In some
more rural areas cost is even higher. 21% of people who do not have internet access
at home say cost is why they are not online at home (Media Use and Attitudes
2014, Ofcom, April 2014). 1% say poor broadband quality/speed is why they are
not online.

3.5

Closing the Digital Divide

Addressing the Key Barriers
From the research above it is likely that those residents of Barrowcliff that are not
digitally engaged are likely to be the elderly who may not have the confidence or
knowledge, families and individuals on low incomes who cannot afford devices or
access or those individuals who simply don’t see or have the need for the Internet.
If the Big Local Project wish to offer help with digital engagement it is important
that we understand the barriers mentioned above so as to not waste time, money
and resources. Below are some points to consider when deciding if and how to
support digital engagement.

Local Marketing, Messaging and Partnerships
Working with existing social groups and frameworks to market support is likely to
offer a better chance of success. Engaging people in projects is notoriously difficult
for a variety of reasons including apathy, fear and lack of confidence. By utilizing
existing local groups there would be a better chance of success. Even this is no
guarantee; an iPad training course at Gallows Close Centre was attempted last
year and had no participants.

Learning Content
Content must fit the wants and needs of the potential participants to help success.
Poorly delivered content, or content that is not applicable to the audience is likely
to fail or breed indifference. No use teaching computer programming or Excel
spreadsheets if someone just wants to know how to video chat with their nephew
in Australia.
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Access to the Internet at home
Having access to the Internet at home is going to encourage usage and aid speed
of learning. Learning anything requires practice and without internet access at
home, or via easily accessible local resources then people may well soon forget.
Technology also changes at a rapid pace and different devices have different user
interfaces, so teaching someone how to do something on a PC when they have an
iPad at home may well only confuse them more.

Digital Inclusion Support embedded within other support
systems
Working with existing organisations and sessions aimed at their audience is likely
to aid engagement. These could be social groups, sessions with other agencies such
as the Local Council, Housing Associations or Citizens Advice Bureau, where they
could be shown how to access the services of these organizations is potentially a
quicker or more efficient way of helping people.

3.6

Scarborough Borough Digital Inclusion Partnership

The Scarborough Borough Digital Inclusion Partnership is an initiative to bring
together representatives from various sectors and parts of the Borough who are
working to help people become digitally included. They include representatives
from:
• Scarborough Borough Council
• NYCC Library Service
• Age UK
• Barclays Digital Eagles
• NHS
• Yorkshire Coast Homes
• Superfast North Yorkshire
• Krash Labs
• BT
10

• Scarborough Jobmatch
• North Yorkshire County Council Adult Learning and Skills Service
A recently produced report3 detailed their priorities and actions.The main
points from this report are summarised below:
Access and Cost
• Develop a number of well-being hubs across the borough in partnership with
the community sector to provide free or low cost access to IT and digital
inclusion services as well as a range of other well-being services
• Look into the possibility of piloting a computer recycling scheme to provide
low cost computer hardware and software to those on benefits or low incomes
• Produce a getting online leaflet/booklet for Scarborough Town and Whitby
outlining public access points for free or low cost Internet access, available
digital inclusion training options and free Wi-Fi access points
Skills
• Establish a peer-to-peer working group to develop a ‘digital neighbours’
scheme across the borough to utilise volunteer buddies to pass on digital skills
to others that do not have them. There could be a strong inter-generational
focus to this work
• Set up ‘introduction to the internet’ training for staff working in the area
from the County and Borough councils as well as Yorkshire Coast Homes to
improve their digital skills
• Plan try and taster sessions around National Get Online week in October
Motivation
• Extensively promote the use of partner websites as the easiest and most
efficient way of accessing local public services
• Aim to incorporate information from about useful websites to relevant literature produced by the public sector
• Assist Yorkshire Coast Homes to promote Digital Skills to residents of their
sheltered accommodation through their on-site community centres
3

http://democracy.scarborough.gov.uk/documents/s65987/15287%20Appendix%203%
20Digital%20Inclusion%20Report.pdf
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Trust
1. Ensure partners’ branding is used in any publicity/marketing material to
give more weight and credence to information we are circulating so we build
trust.
2. Through working with community hubs and other IT access points ensure
that learners are taught how to use the internet responsibly
3. Use Get Online Week as a vehicle to inform people about trusted websites
and digital channels
As is to be expected the Digital Inclusion Partnership shares the goals of increasing digital engagement but at a Borough level. As they explore different
approaches and work with a wide variety of partners it is important that the Barrowcliff community are aware of, included in and are able to participate in any
activities or schemes.

3.7

Digital Inclusion Partnership Update

Since this section was written the Partnership has stalled, and the Council staff
running the project moved to different tasks. However the work and information
it produced still has relevance and should be read in conjunction with this report.
There is still ongoing work in Digital Inclusion via the Well Being Hubs and the
Digital Neighbours Scheme that was also launched last year.
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Chapter 4
Broadband Connectivity
Overview and Options
4.1

Introduction

The aim of this chapter is to review what existing options there are for the residents of the Barrowcliff Big Local area to gain access to the Internet. This is done
by reviewing the fixed and mobile broadband providers and services, calculating
existing penetration by mapping Wi-Fi networks and look at availability of Internet access at other community based services outside of the home environment.
This area of study is important as it is very easy to jump to conclusions about
availability and penetration and should serve as a basis for any future decision
making .
The Internet is primarily accessed at home via an Internet Service Provider
(ISP) using the telephone network infrastructure. For the majority of the UK
this is via the British Telecom infrastructure 1 . In some areas of the country
cable companies such as Virgin Media operate a cable network, however this is not
applicable to Barrowcliff. Other ways of accessing the Internet at home are via
• 3g and 4g mobile telephone networks
• Wireless Internet Service Providers (WISP) - these are generally used in very
rural areas where wired networks are unavailable or too expensive (these will
be discussed in the Community Wi-Fi section)
• Satellite Internet - again these are generally used in very rural areas where
wired networks are unavailable or too expensive
1

It is a bit more complicated than that see https://www.choose.co.uk/guide/new-phoneline-installation-for-free.html for more info.
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Fixed Line Internet by Broadband/Fibre
To have a permanent wired Internet access at home a telephone line and account
with an Internet Service Provider is needed. The infrastructure is owned by Open
Reach (part of BT) but can be used by different Internet Service Providers. The
five main providers available within the Big Local Barrowcliff area are:
• Talk Talk
• BT Infinite
• Plusnet
• EE
• SKY
Smaller ISPs such as Zen are also available though are unlikely to used by the
majority of home consumers.
Residential Internet Access is generally available via broadband or Fibre broadband. Broadband uses the existing copper cables and offers lower speeds and would
only generally be considered if Fibre was unavailable. Broadband Fibre using Fibre
Optic cables rather than copper is the preferred method, offering higher speeds.
The Internet Service Provider market is highly competitive with the companies
fighting over the customer numbers. This competition is bringing down prices and
companies are trying hard to combine broadband with other services including TV
packages, landline phones and even mobile phones to entice customers to join their
service. This makes it very difficult to provide an accurate and up-to-date price
comparison for this report. But the approximate, average price for Broadband is
between 20-30 a month.
The one downside of having a wired Internet connection is the need for a phone
line and the monthly line rental cost. Any cost analysis must bear this in mind
plus the connection cost needed if it is a new line or a reconnection.
Society and households attitudes to and use of telephones have changed over
recent years. Where once a land line was seen as essential, the rise of mobile
phones and 3g/4g networks have seen them less used, with many young people
and families, phone lines are seen as anachronistic and not a necessary expense.
A credit report is also likely to be run so those with poor credit may be unable to
get a contract for a fixed line or be charged more as they are a higher risk.
More information on current prices and packages can be found at the following
sites:
https://www.choose.co.uk/compare/broadband-deals/
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https://www.uswitch.com/broadband/
Like everything in the modern world there is a vast variety in choice of providers
and products. It can be bewildering and confusing, advice on choosing or swapping
deals is something that could be seen as a useful service.

Expected Speeds and Data Limits
Broadband speeds can vary according to distance from the exchange and junction
boxes. The Barrowcliff area has been connected to fibre and in theory can achieve
speeds up to the maximum of 76mb and standard broadband upto 17mb.

Mobile 3g/4g
Access to the Internet via mobile networks has grown dramatically over the last
few years as smart phones and tablets have become ubiquitous and network speeds
have improved dramatically. For many people their smart device is the primary
way they access the Internet and the rise of social media apps such as Facebook,
Twitter, Instagram and Snapchat is often people’s main use of the Internet.
Mobile usage does have some drawbacks. First devices are primarily used for
consumption of information they are not so good for creation such as doing homework, creating CVs. Data usage can be expensive and may be capped. Coverage
can also be variable. However for the vast majority of people a smart phone may
be enough for 95% of their usage of the Internet.
Mobile data can be expensive, unlimited deals are generally expensive (60+)
and are normally aimed at business men. For people on benefits or low wages
any mobile deal is likely to come with lower limits on data and once exceeded are
either made unusable or charged extra for. Of course this applies only to data
over 3g/4g, Wi-Fi data is generally free depending on the access point. Offering
free wi-fi access points in the community is a service that could be offered and is
discussed in more detail later in the report.
You can also get devices that create a Wi-Fi hotspot from a 4g signal An
example is the 4GEE Wi-Fi. 2
Mobile coverage across the Barrowcliff Big Local area is very good according
to the mobile service providers. The coverage of the four main providers is shown
in 4.1. Of course maps of coverage does not guarantee every household will have
fast speeds as there can be gaps caused by various obstacles in the landscape and
environment.
2

https://shop.ee.co.uk/dongles/pay-monthly-mobile-broadband/4gee-wifi/detai

ls
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Figure 4.1: Mobile Signal Coverage Maps in the Big Local Barrowcliff Area from
the Four Major Mobile Providers
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4.2

Estimating Existing WI-Fi/Internet Access
of Residents

We felt it was important to get an idea of how many residents had internet access
at home as that would have a bearing on any decisions relating to projects to
increase digital inclusion.
We have estimated the current level of Internet access by mapping the number
and location of wireless networks within the Big Local area during the summer
of 2016. The mapping exercise was carried by driving around the big local area
mapping wireless networks using the wigle3 application. This application detects
and maps wireless networks. The data was then downloaded and analysed using
ARCmap GIS Software. Any duplicate networks were removed along with any
public Wi-Fi spots created by ISP routers such as BT-Wi-Fi-FON and BT-Wi-FiX. Figure 4.2 shows a map of the networks within the Big Local area. Please note
that the dots signifying the networks are clumped together of upto (20 networks)
and are not representative of individual networks.
Once the duplications and public/community/business networks had been removed there were 964 Wi-Fi networks mapped. There are still likely to be some
erroneous networks such as temporary hotspots and some networks from outside
the big local boundaries may have been mapped due to the inaccuracy/precision of
GPS. So we could round the total figure to approximately 900 individual networks
There does not appear to a current total of properties/households within the
Big Local area. We estimated using local authority data that there were 1400 and
figures from the “Action Plan for Barrowcliff 2011-2016” estimated a population
of approximately 3000 residents living in 1200 households. If we take an estimate
of 1300 properties then approximately 70% of households within the Big Local
Boundary have a Wi-Fi access point. According to the Office of National Statistics
2016 Report on House Hold Internet Usage the national average of Households with
Internet access is 89% and the average for the Yorkshire and Humber Region is
86% 4 . Figure 4.3 shows national figures for household internet access in 2016.
With over 50 million Smartphone users UK it is quite hard to find an adult or
young person without one5 , and we would presume this would be the case with
the population within Barrowcliff Big Local area. It is only with the groups we
discussed earlier, the elderly, extreme low income families and those with no desire
3

https://www.wigle.net/
https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics
/homeinternetandsocialmediausage/bulletins/internetaccesshouseholdsandindividu
als/2016
5
https://www.statista.com/statistics/553464/predicted-number-of-smartphoneusers-in-the-united-kingdom-uk/
4
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for internet access who are unlikely to have a smartphone with internet access.
To summarize at least 70% of households have internet access at home, and
it is likely that over 80% of adults and young people have a smartphone with
internet access. These numbers may be higher than would be at first presumed
by the demographics and housing stock of the area and may make help show that
trying to increase internet access is not necessarily a priority.
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Figure 4.2: A map of current detectable Wi-Fi networks in the Big Local Barrowcliff area.(For anonymity each dot represents up-to 20 Wi-Fi networks)
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Figure 4.3: Uk Map and Graph of Internet Access - Household and Individuals
2016 - source Office of National Statistics
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4.3

Schools/Libraries/Community Centres

The section above discussed internet access at home, but it must be remembered
that just because people do not have internet at home, does not mean they do not
have access to the internet. They may access it via the workplace, school, libraries,
community centres or even the high st or beach.
A cost effective way of helping the digital inclusion with a community is provision of Internet access and devices such as PC or tablet within a community
setting. Below is a brief summary of existing public/community facilities with
internet access.

Libraries
Libraries have had a big role to play in helping people access the internet and in
many cases computers and internet access are seen as the primary use of libraries
rather than the traditional lending of books. Libraries have been under threat of
late for political and economic reasons and since this project began libraries in
North Yorkshire have been forced to become volunteer led. This move is likely to
have an effect on opening times and service availability.
Barrowcliff residents have access to Newby & Scalby and Scarborough Libraries.
Both have free Wi-Fi along with computers for public access. Currently the first
half hour each day is free with charges for additional time. They also offer help
and advice to their users as well as running training courses including those run
by the NYCC Adult Learning Services.

Gallows Close Community Center
Gallows Close Community Centre currently has High Speed Broadband with WiFi capabilities. They do not have any computers for open access, however they
do allow users to the centre access via password to the Wi-Fi and have people to
hang around outside the centre to access the Internet.
As part of the Big Local project Krash Labs has been contracted to deliver
computer based projects around the area and has used Gallows Close as a venue.
So far they have run a number of Minecraft sessions that have proved extremely
popular and have engaged with 20-30 children to date.
With existing Internet access, a decent space with ample tables and chairs
could potentially have a role to play in future Digital Engagement Initiatives.
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Briercliff Children’s Center
Briercliff Children’s Centre is owned and run by North Yorkshire County Council(NYCC). It provides family-friendly services and activities to support parents
and their young children in the community. It offers a wide range of services and
sessions along with room hire. There is Wi-Fi and Internet access provided by the
NYCC network. This is accessed by a registration web page and grants access for
30 days. The Internet is provided for users of the centre and there is currently no
open access computers.
Like Gallows Close, with existing Internet access and rooms available to hire
the Children’s Centre has potential to play a role in future Digital Engagement
Initiatives, however its usage is primarily for children and young people and may
not be possible to use for other sectors of the community. Also since the start
of this report, NYCC have introduced a procurement system which involves any
organisations wishing to run services at Children’s Centres to apply to be on the
Approved Providers List. This is not a simple process and would be a lot of work
for any organisation wishing to use the centre.

Wreyfield Methodist Church
Wreyfield Methodist Church has recently installed Broadband with wireless access
available to its users. As part of another project Krash Labs has been attending
thier Monday Lunch club to offer IT advice and support to its members. The
church has potential use as venue for Digital Inclusion activities though this would
have to fit in with their own needs purpose.

Schools and Colleges
All schools and colleges will have Internet access, however for primary and secondary schools it is unlikely to be available for general use to pupils.Extra curricular activities such as after-school Coding Clubs may allow more use. Further and
Higher Education College will have public internet access along with public access
computers so those pupils who do not possess their own computer may research
and complete assignments and have general access to the Internet.
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Chapter 5
Community Wifi
5.1

Introduction

In my initial discussions before starting this piece of work the idea of some for
of community Wi-Fi network was proposed and as it fitted in well with sense
of community that the Big Local Scheme is all about I felt it was worthwhile
to explore and research the various options available. But as can be seen from
the research below, Community Wi-Fi projects may not be the best option for
Barrowcliff.
Community Wi-Fi schemes are projects that provide Internet via Wi-Fi to
communities of all sizes and for various reasons. It could be to share limited
internet availability, for cost reasons or for social benefit. They can utilise different
technologies and have had varying degrees of success. In North Yorkshire there are
a number of initiatives that have been started for community/social purposes but
also on a more commercial basis. You can find all about these various initiatives
at http://www.superfastnorthyorkshire.com/ws-home. In Scarborough there
has been a Public Wi-Fi network on South Bay, paid for by the Yorkshire Forward
and local businesses.1
At Robin Hood’s Bay there is a long standing community wi-fi co-operative
and you can read more at http://www.rhbmesh.net/. From their website:
“The Bay Broadband Co-operative is a ‘not for profit’ Social Enterprise Co-operative,
set up originally to bring High Speed Broadband to our rural village which had no
other means of Broadband connection Although a large number of properties in the
area now have access to regular ADSL broadband, many of the outlying farms and
houses still have severely limited or no access due to the distance from the exchange.
With over 150 regular users we are able to offer a high speed and economical wire1

http://www.freebaywifi.net
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less Internet access throughout most of Robin Hood’s Bay, Fylingthorpe and the
surrounding farms to both residents and visitors. We have recently upgraded the
system by adding a high speed fibre link into Whitby and then ‘beaming’ this via
microwave dishes to Robin Hood’s Bay. This has been helped with funding through
NYnet and DEFRA”
Community Wi-Fi projects are very attractive and interesting from political and
sociological perspective, however they work best when they meet a need that isn’t
being met by other sectors. This isn’t the case in Barrowcliff as the area has full
access and good speeds to mainstream Internet Service Providers. I spent some
time researching both Community Mesh Networks and WISP to see if they would
be feasible and as can be seen below I would not recommend attempting them in
Barrowcliff.

5.2

Community Mesh Networking

Community Mesh networking is a very interesting concept and was a suggestion I
made off the cuff at one of the initial meetings. The idea being that you share a
small number of Internet connections across a wider geographic area using various
technologies. It is an idea that has been around for a while and has had mixed
success. It is often talked about and experimented with in developing countries
which may have limited Internet connectivity, used for disaster areas or temporary
events such festivals or even demonstrations. There have been a few attempts at
utilising it in urban areas in developed countries 2 ,on a very large scale across
countries e.g. Slovenia3 or even as an alternative to the entire Internet 4 .
On a mainstream level some ISPs such as BT have implemented using their
customers’ own Wi-Fi router (https://countries.fon.com/uk/). If you share
your router than you can use others to access Wi-Fi when you are out and about.
This is part of an international project https://fon.com/
Setting up a community mesh network is simple in theory however there are a
number of problems both technical and social.
If you would like to read more about community mesh networking then visit
https://commotionwireless.net. Commotion is a project designed to offer a
technology base and resources to help communities build their own mesh network.
It is out of scope for this report to discuss the issues in depth however we will try
and give a brief overview along with some of the problems that are likely to occur.
2

https://twitter.com/RedHookWi-Fi
https://wlan-si.net/
4
https://www.reddit.com/r/hyperboria
3
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Technical Issues
There are a number of different technology approaches to developing a mesh network. Hardware/software vendors such as Cisco and Ubiquity offer their own
solutions however you will be tied into their own specific hardware and the software may also be cost. Open source software solutions may offer the opportunity
to use different hardware (however you may need to flash the hardware) and if
problems occur they may be difficult to solve.
The mesh network requires at least one fixed line Internet source, and to cover
an area the size of Barrowcliff you are likely to need 3. Ideally these would be public/community buildings, for example Gallows Close, Wreyfield Methodist Church
and Briercliff Children’s Centre. Wireless technology works on Line of Sight so
obstructions such as buildings and trees can affect and block the signal so ideally
antenna need to be high up on rooftop.

Social Issues
For a community mesh network to work it needs a lot of buy in from the community.
To be cost effective site surveys,hardware installations and planning would ideally
be done with the community. Guidelines and documentation for doing this have
been provided by Commotion Wireless. It would really need a strong person or
team to drive this forward and get the community involved. If the planning stage
was successful you would then need to purchase and fit the hardware. This is
going to involve access to residents’ roofs, chimneys stacks etc. and then running
cables into the house. This will need a lot work with a lot of potential difficulties.
One way of approaching it would be via the Housing Association as they have the
technical skills and access rights. Once fitted there is then the issue of security of
the hardware both from damage and theft.

5.3

Wireless Internet Service Providers (WISP)

Wireless Internet Service Providers or WISP for short provide a regular Internet
service in lieu of or in competition to regular wired or cable ISPs. In this country
they are primarily used where regular wired Internet is unavailable or extremely
expensive to provide such as extremely rural areas of North Yorkshire. Prices are
rarely as competitive as wired ISP and this is not really a realistic idea for the
Barrowcliff area.
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5.4

Community Wi-Fi Hotspots

Rather than offering community Wi-Fi across the entire area or offering paid Internet access via a WISP like structure, an alternative could be to offer community
Wi-Fi hotspots. These could be based around existing community buildings such
as Gallows Close, Wreyfield Church or Briercliff Children’s Centrer. This could be
self run or worked in collaboration with a business or other community group or
social enterprise. Table 5.1 a quote from Care Micro Ltd a local IT company for
the installation and maintenance of a Wi-Fi hotspot to get some idea of the cost.
This quote is only an estimate as it will depend on the exact location and size of
building and the current price of equipment, software, line rental and broadband
charge.
It is important to use business quality equipment to ensure quality of service
and also security and privacy. Blockage of adult and illegal websites would obviously be essential.
The use of existing community venues is dependent on gaining their permission
and they may be unwilling or unable to allow such usage. This could be for political
or religious reasons, physical logistics or purely for personal reasons. It will also
come with additional problems of potentially attracting groups of unwanted people
hanging outside the venues and even becoming a crime hotspot. So whilst a
theoretically good idea it does not come without problems.
Description of One Off Costs

Qty

Unit Cost

Total

Indoor Wireless Access Point
Outdoor Omnidirectional antenna
120m of Outdoor Cat5 Cable
Draytek Router
Labour 2 men half day

1
1
1
1
1

89.00
50.00
50.00
220.00
500.00

89.00
50.00
50.00
220.00
500.00

Grand Total

909.00

Description of Annual Costs

Qty

Unit Cost

Total

Content Filtering
Support

1
1

49.50
120.00

49.50
120.00

Grand Total

169.50

Table 5.1: Estimate for installation of indoor and outdoor Public Wifi Access Point.
This estimate does include VAT and presumes a suitable Broadband Connections
is already available.
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Chapter 6
Devices for Accessing the Internet
6.1

Introduction

Accessing the Internet can be done via a multitude of devices these days. However
not every device is suitable for every task and each device will come with its
own advantages and disadvantages. Figure 6.1 gives a national overview of which
devices people use to access the internet in Great Britain. It is important that
when you discuss any future projects to improve digital inclusion or improving
skills that access to devices suitable for the task are considered. Just because
someone can use Facebook on their smartphone does not mean they are capable
or writing a CV in Microsoft Word on a PC. This chapter is aimed at giving a
brief overview of the type of devices people commonly use.

6.2

Personal Computers (PCs)

Personal computers or PCs generally come in desktop or laptop format and will
normally run run Microsoft Windows (80%), Apple OSX(16%) or some variant of
GNU/Linux as an Operating System1 . These are general all purpose devices, good
for creation and consumption. They can be as expensive as you wish, however most
modern computers (cost between £250-£500) bought in the last 3/4 years will be
able to cope with most everyday computing tasks and basic gaming. If you wished
to do high end gaming or video production then something more powerful would
be needed.
There is a large market for second hand computers however past a certain
age these can be large, slow or heavy. Whilst laptops are more popular these as
they don’t take up much space and portable, however when things go wrong are
1

http://gs.statcounter.com/os-market-share/desktop/united-kingdom/#monthly201604-201704
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Figure 6.1: Devices used to access the Internet, 2016, Great Britain. (Source:
Office of National Statistics
expensive or impossible to repair. Desktop computers whilst out of favour are
generally more reliable and if something goes wrong, they are easy to repair and
replace. You also have the advantage of being able to gradually upgrade every
part.
Computers generally get smaller, faster and more energy efficient each year.
However as software and website get more complicated and bloated, this doesn’t
always seem the case!
The open nature of personal computers does mean that they come with a higher
security risk. Most malware and viruses are written for Windows computers so it
is important that users regularly patch their software with security updates and
are aware of the potential risks of downloading software etc. Unfortunately the
majority of people are not bothered or are unaware of most of the security risks
until is too late.
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6.3

Chrome Books

Chrome Books are special laptops created by Google, which run their own Operating System called Chrome OS. They are generally very lightweight, have a long
battery life and are relatively inexpensive. However Chrome OS is really just a
glorified Web Browser which means you are limited to only using services that are
available as websites on the Internet. As more services are moving to the Cloud
and being accessed via web browsers including office, accounting and even graphics
packages, this is not as restrictive as once thought. In fact for the vast majority of
people something as simple as a Chrome Book would be adequate. It also has the
advantage of generally being more secure and less susceptible to viruses or malware
than normal PCs as updates and security are automatically handled by Google.
These make them a very good choice for people who need a proper keyboard and
don’t have to worry about software security or updates. To take full advantage
you really have to have a Google account and are tied to their “ecosystem”.
As part of the another project 10 Chrome Books were purchased by Barrowcliff
Big Local for use by Krash Labs in Digital Inclusion activities.

6.4

Tablets

Tablets are portable touch screen devices used for accessing the Internet example
include the iPad, Google Nexus7 and Samsung Galaxy Tab. Prices range from
£50 -£500. They are characterised by having long battery life, easy to set up and
use and extremely portable.They are a relatively new phenomenon with the first
iPad only being released in 2010. They became extremely popular very quickly
and are used widely in business and education as well as for personal use. They
have begun to see a drop in sales, partly because they don’t need to be replaced
as often but also in education as there are limitations to their use, particularly in
the creation of content. They are not very well suited to typing or multi tasking.
Tablets are designed to be very easy to use, and are very intuitive even for those
who have never used a computer before. They are a great device for people who
likely to watch video, read books, use social media and send the odd email.

6.5

Smart Phones

As can be seen in Figure 6.1, it is estimated that 71% of the population used Smart
Phones to access the Internet in 2016. This access can be via Wi-Fi networks or
mobile(3g/4g) data. Modern smart phones are as powerful as PCs were just a few
years ago. Approximately 70% of devices are running Android, 20% Apple Iphone
and 5% Windows. Most people tend to use only a few apps such as games, social
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media apps, music and video apps. Content creation will primarily be graphical
eg photos and videos.
As with tablets, phones are not good for typing so filling in long online forms
can be tricky. Security and privacy are also a concern. Many of the cheaper phones,
both new and second hand, do not use up-to-date versions of the operating systems,
particularly Android, and thus many vulnerabilities are not fixed and may be a
security risk. For the elderly smart phones may be particularly hard to use due to
poor eyesite, small touch keyboards for typing etc.

6.6

Smart TVs and Games Consoles

Many modern televisions are now Smart, or in other the words they are connected
to the Internet, normally via Wi-Fi. Primarily used for connecting to media services such as Netflix and BBC iPlqayer. They will often have an Internet browser
accessible and communication services such as Skype. Figures are unavailable as
to how many people use these features. They are not really designed or used
for general internet usage. Modern Games consoles such as the Xbox One and
PlayStation 4 rely on internet access to download and play their games but can
also be used to access entertainment services such as YouTube, Netflix etc. They
also have internet browsers so can access other Internet resources, though not ideal.

6.7

The Internet of Things (IoT)
...this is the concept of basically connecting any device with an on
and off switch to the Internet (and/or to each other). This includes
everything from cellphones, coffee makers, washing machines, headphones, lamps, wearable devices and almost anything else you can think
of. This also applies to components of machines, for example a jet engine of an airplane or the drill of an oil rig.2
Users do not generally access these sort of devices directly, but
through an app or web page. But now we can use fitness trackers to
monitor our exercise and health, control our central heating remotely
even turn on the coffee machine on from bed. There are many potential
benefits to the Internet of Things, but as always there are risks to
our privacy and security. These are discussed further in the Security
Chapter.

2

https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanationinternet-things-that-anyone-can-understand/#5c8d8af41d09
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Chapter 7
Training and Education
7.1

Introduction

This chapter looks briefly at what existing training options there are in the Scarborough area. As was seen in Chapter 3, one of the main barriers to people being
online is having the correct skills and confidence.
There is a presumption that as computers have become ubiquitous and all
pervasive that all people of a certain age have a greater level of knowledge and expertise, however this is not the case. Technical knowledge is still rare, as although
the Internet and computing in general are more used by the public at large, the
skills needed to use computers and other devices have been reduced and ease of
use is paramount for devices such as smart phones, tablets etc. Gaining access to
the Internet at home is a simple as plugging in a router and entering a username
and password, but should something go wrong most people are ill equipped to fix
it.
Within education there was a major issue with schools really only teaching
use of office software such Spreadsheets, Word processing and Presentation software(and primarily only Microsoft products). Whilst these have a use they do
not prepare students for more advanced computer skills and students were left to
their own devices if they wished to learn more. This has also filtered through to
further and higher education with the curriculum of many courses outdated and
inappropriate for what industry required and students often lacking the technical
knowledge required for their studies.
This came to a head 4-5 years with a seeming shift in people’s attitude and led
to initiatives such as the Raspberry Pi1 , Code Club2 and even my own Krash Labs.
We have seen a big push towards encouraging people to learn to code in recent
1
2

https://www.raspberrypi.org/
https://www.codeclub.org.uk/
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years, through changes to the National Curriculum and many online initiatives.
The Internet has also led to the creation of Massive Open Online Courses
(MOOCs). These are a fresh innovation in educational development. They have
attracted great interest in the higher education community. MOOCs allow large
numbers of people across the world to take courses(including University level) for
free, on many different topics, and to access the course materials at a time and
place which is convenient for them.
Whilst there are plenty of opportunities for children to learn more advanced
computer skills both at school and online, that does not always relate to increasing
the number of people taking up computer programming or related skills. Careers
in IT in all areas need a certain mindset, discipline and practice. It would be a
risk for Big Local to promote advanced computing training for residents without
a clear demand or need.
Below we summarise some of the existing opportunities for improving computer
skills in the local area and online.

7.2

Education and Training Opportunities

Schools & Colleges
Schools
Computers are now widely used with educational establishments with dedicated
computer suites and additional computers within classrooms and most children
will have access to computers. Primary Schools now have to provide basic coding
lessons as part of the National Curriculum, although as mentioned above this a very
recent initiative. But the majority of children will have access to computers and
basic learning around use of the internet and office software such as PowerPoint.
At secondary school computer use will be specific to lesson plans and homework
and pupils have compulsory IT during Key Stage 3 which has begun to included
programming, web design etc. They may also have the chance to take GCSE
Computer Science or Information Communication Technology.
Many primary and secondary schools also offer extra curricular clubs and activities such as programming or Minecraft clubs.
Further Education
At further education establishments such as Scarborough 6th Form College and
Yorkshire Coast College, the majority of work produced will be expected to be
digital eg word processed, PowerPoint presentations etc. so a certain level of IT
knowledge is expected. Additional help can be accessed if the levels aren’t good
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enough. Access to a computer out of college whilst not essential would certainly
help a student’s achievement levels.
University Technical College
The Scarborough University Technical College opened last year, offering a more
technical and vocational learning environment for young people in Scarborough.
The UTC is led by a core group of the leading engineering and technical firms
and is designed to train young people in the skills needed by these employers and
industries. Computing skills form a core part of the curriculum along with the
ability to take Alevel computer science and work with partners usch as GCHQ.

Community and Private training
Adult Learning & Skills Service
The Adult Learning & Skills Service is run by NYCC and the Scarborough centre
has recently relocated to Castle House, Elders St. It offers a number of computer
classes from absolute beginner level upto intermediate at a variety of locations.
Here are a couple of examples of courses that they have run recently.
Course Get the most out of your home computer or tablet
Location: Adult Learning Center, Castle House,Scarborough
Cost: 80/65
Dates: Tue 26/04/2016 12:00-14:00 10 weeks
Course IT flexible learning workshop
Location: Adult Learning Center, Castle House,Scarborough
Cost: 80/65
Dates: Mon 11/04/2016 12:00-14:00 10 weeks
The service currently runs sessions at the Adult Learning Center, Scarborough
Library and Scalby Library. They would be able to organise delivering services to
the Barrowcliff area if there was demand or were provisioned to. They could play
a role any future digital engagement projects in the area.

33

Krash Labs
Krash Labs are a social enterprise and offer an out of school offering to children
aged 6-16 based around computing and gaming. They have a permanent base at
the YMCA Leisure Centre, Elders St. but also offer outreach services working
with local libraries,schools and community organisations and charities.
As well as being the authors of this report they have also been provisioned by
Barrowcliff Big Local partnership to deliver 60 hours of workshops and sessions to
the residents focusing on children and young people and the elderly.
They are very flexible in what, where and when they offer services and can
offer a different perspective based around gaming and coding which is particularly
attractive when working with young people.
Age UK
Age UK are a national charity who offer computer training3 for older people. They
are offer in person and online training. They could play a part in improving digital
inclusion within the Barrowcliff area.
Barclay Bank Digital Eagles
Barclays Bank run a scheme called Digital Eagles 4 . They offer a number of services
including:
• Tea and teach - these are one on one sessions to help people access services
and learn new skills on their devices
• Coding Workshops - these are for young people using Scratch an interactive
coding environment
• Fraud Presentations - giving advice on how to avoid Fraud Online
Generally there services do require you to bring your own device, however,
depending on the venue they do offer devices to use. They have worked with local
libraries and Age UK to offer these services in their venues and would be happy
to explore coming to Barrowcliff to run some sessions.
3

https://www.ageuk.org.uk/work-and-learning/technology-and-internet/compute
r-training-course
4
https://www.barclays.co.uk/digital-confidence/eagles/
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Private Training Providers
Companies such as YH training and Tyro Training offer various training schemes
including apprenticeships, back to work schemes and working with young people
who are not in full time education. They may also offer training workshops for
small companies.

7.3

Online training

Access to education and training is perhaps one of the biggest benefits the internet
has bought. You are now able to learn just about anything from anywhere and
often for free! From learning to code to learning a foreign language, fixing a car to
learning to knit, you will find tutorials and courses, both written or video to help.
All you need is a bit of desire and internet access and you can learn what ever you
want. It is out of scope to discuss these in details but there are a few resources in
the Appendix.
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Chapter 8
Employment Opportunities
8.1

Introduction

Digital Skills are vitally important in many jobs and lack of these skills may preclude people from gaining employment. As well as use within jobs, these skills
are needed often in finding and applying for jobs, many jobs are now only advertised online and may require online application only or the producing of a word
processed CV. This chapter summarises the major industries in the Scarborough
area and some of the employment opportunities available for those with technical
skills.

8.2

Engineering Sector

Scarborough has a large manufacturing base including Multinational companies
such as Plaxtons and Schneider Electrics along with SME businesses such as Dale
Power, Unison Ltd and Deep Sea Engineering. They have a constant struggle to
recruit suitably qualified personnel hence the creation of Scarborough Engineering
Week and now the University Technical College.
Most modern engineers whether design, mechanical or electrical will require
a certain level of digital skills and many jobs will also include the need for low
level computer programming for embedded systems or programmable logic controllers(PLCs) or higher level for 3D modelling CAD/CAM (Computer Aided Design and Manufacturing) work. These skills are in short supply with companies
struggling to recruit and retain staff. Apprentices with any programming skills
are highly sought after. These industries offer a fantastic opportunity for young
people for highly paid, skilled work in our area.
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8.3

Digital/creative sector

Although not as well publicised by the press or Borough Council there has been a
growing digital and creative sector within Scarborough. Much of it is based around
Woodend Creative Centre. This has been a growth industry over the last 20 years,
and with the University of Hull running a number of internet based degree courses
there was a steady flow of graduates. This has led to the creation of a number of
companies such as Askew Brook1 and Netsells2 .
Many of these companies are small with 1-5 employees, however they are high
paying skilled jobs and bring new people and business to the area. Many have
struggled to recruit staff and apprentices though. NetSells has recently relocated
to York as they were unable to recruit enough staff and have now grown from 2
employees to 19+ all high paying jobs which have been lost to Scarborough.

8.4

Tourism & Hospitality Sector

The tourism sector is worth over 100 million per year to the Scarborough region,
it is our largest employer and our greatest asset.
Tourism and Hospitality now relies heavily on information technology particularly online bookings and reviews. It is vital that hotels and restaurants have
an online and social media presence to handle bookings and use social media to
promote their business and act on queries. A successful social media presence can
make or break a business for some great success stories look at Lovebrew Cafe
and Eat me! who are constantly driving people to their business via Twitter and
Facebook. Many proprietors of B & B’s, restaurants, cafés etc. may not be up to
speed or comfortable with using the Internet and social media so there are business
opportunities as well improving your job opportunities by having these additional
skills.

8.5

Entrepreneurial Opportunities

Starting your own business is never an easy task, however the internet has dramatically changed the landscape both in terms of the types of business now possible
as well as having the access to global markets from your kitchen table.
Digital knowledge and skills are now an essential arsenal in any small business
and any small business without them is at a disadvantage.
1
2

https://www.askewbrook.com/
https://netsells.co.uk/
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Online Selling
Selling goods and services online are the obvious opportunity whether it be via
auction sites like Ebay, online marketplaces such as amazon or etsy or by your own
website or e-commerce platform such as Shopify. Many of these business are may
be in the grey market and many may even already exist within the Barrowcliff
area for all we know. Examples of potential business opportunities include making
and selling home made crafts, buying and selling second-hand goods. These are
business that could be run from home by parents. No need for expensive offices and
equipment just a computer, internet connection and some drive and determination.

Marketing Offline Businesses
Whether you are a gardener, domestic cleaner or music teacher, promoting your
business online via websites, social media or email are an extremely cost effective
way of gaining new customers and engaging with your existing ones.
There is plenty of advice out there but any projects to encourage entrepreurial
activity with Barrowcliff Big Local should include an element of how to use the
Internet effectively to start and grow your business.

Social Enterprises
Social enterprises trade to tackle social problems, improve communities, people’s life chances, or the environment. They make their
money from selling goods and services in the open market, but they
reinvest their profits back into the business or the local community.
And so when they profit, society profits.(socialenterprise.org.uk)
There has already been some work in encouraging the creation of Social Enterprises in the Barrowcliff are and Unltd3 has been contracted to deliver financial
and information support to people wishing to start Social Enterprises within the
Barrowcliff Big Local area and it not in scope of this report to discuss in detail.

3

https://unltd.org.uk/
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Chapter 9
Security and Privacy On the
Internet
9.1

Introduction

As more people, devices and services access the Internet so do the potential risks to
the security and privacy of individuals and organisations. Despite barely a day or
week going by without something in the news relating to a hacking incident, cyber
bullying or data breach the vast majority of people have very little knowledge or
desire to learn about how to protect their data and the harm or damage that may
occur if their security or privacy is breached.
This topic is vast and fast moving but I will attempt to explain the basics of
the threats and risks to individuals and explain some simple protection strategies.
This is an area I feel the Big Local Project could do some work in that could help
raise awareness amongst residents.

9.2

Internet Security

Every device that is connected to the Internet has the potential to be hacked, be it
computers, tablets or phones, and with creation of the ”Internet of Things” we are
seeing, televisions, video cameras, microwaves, fridges and even coffee machines
having internet connections. All of these run the risk of being compromised and
being used by criminals and hackers for nefarious purposes.
The first thing to forget about is that“you” are not a target, it is unlikely that
there is some hooded teenager hacker in Russia deciding to personally hack you
and steal all your money. The majority of hacking is automated with computer
programs scanning the internet looking for devices with know vulnerabilities or
default passwords; via mass “phising” emails trying to trick people into clicking
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on links or by you accidentally downloading malware whilst trying to download
something legitimate. While the big internet companies such as Google, Facebook,
Apple etc. do their best to try and stop many of the risks when using their software,
website or hardware the attackers are constantly adapting, trying to stay one step
ahead. Once a device has been “hacked” or compromised it may be used for a
number of different purposes. They may install keyloggers that allow them to
steal your login credentials for online banking, may use any information found to
perform identity theft and apply for credit in your name. Your device may also
just become what is known as a “zombie computer” and is part of a“botnet” that
gets called on to help attack other computer systems such as in a Distributed
Denial of Service. Malware can also take control of your webcam (phone, tablet
or pc) and turn it on secretly, you may then be recorded unknowingly, with the
potential for blackmail.

9.3

Internet Privacy

Everywhere you go on the internet you leave a trail and data is being collected on
you. This data is used by companies such as Google, Facebook apple etc. to make
their service better for you, to make your search results more relevant, help you to
connect with people you may know etc. But your data is also collected and sold
simply to make more money for these companies. Combined with the information
you willing share on social media, organisations can build up profiles of you and
may often know more about you then your friends, family or even yourself. One
famous story is when a father found out that his daughter was pregnant before
she did by sending the American supermarket chain Walmart them vouchers for
pregnancy related products based on her shopping history.
Once things appear on the internet they are very hard to remove as websites
are constantly being indexed and archived. Pictures you post when drunk at a
party as a teenager may come back to haunt you when applying for a job in later
years.
It is important to know that as well as companies, this data is also being
monitored and stored by Governments and no one knows how that may be used
now or in the future. There are steps you can take to help protect your privacy,
but they are out of scope of this report, uut there are some links in the Resources
section.
No one really knows what is happening with all this data that is being stored
and what could happen to it in the future. And of course this data is susceptible
to the same security risk we discussed above.
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9.4

Cyber Bullying

The internet allows bullies access to their victims 24/7 not just at break times or
after schools. Whilst we often see mobile phones as a safety device for our children,
they could be potentially making them more vulnerable. This is a difficult area
for parents as they often be unaware of what’s going on. More information can be
found at http://www.bullying.co.uk/cyberbullying/.

9.5

Protecting Yourself

Protecting yourselves and your family from these risks totally is not possible however there are a few small steps you can make to mitigate against many of the
risks. Below are some of the basic steps users can take to improve their online
security. This is the sort of information that could disseminated to residents to
help them.
1. Passwords - humans are rubbish at passwords. Ideally we should use unique,
long and complex passwords. We tend to use a few short easily remembered
ones. Use of a password manager such as Keep Pass or Last Pass allows
users to use unique, long and complex passwords for every site whilst only
having to remember one long master password
2. Device passwords - internet connected devices such as modem/routes, security cameras etc. tend to be come with default username and passwords.
Bots scan the internet for these devices and are easily found on websites such
as Shodan.io. Just changing these default credentials can stop a lot of risk
3. 2 Factor Authentication - For many popular sites such as Google, Apple,
Twitter you can set up 2 Factor Authentication which means as well as
password you have to enter a code from an authentication app on your phone
or via SMS(text message). Setting up 2FA will lessen the risk of your social
media presence getting hacked
4. Phone/Tablet Lock Screens - make sure that if someone physically gets hold
of your phone or tablet they can’t access any of your information or apps
5. Update Your software - unfortunately old phones/tablets/computers are at
a greater risk of being compromised as the operating system stops receiving
security updates
6. Don’t give out unnecessary personal information on the Internet, or accept
people as friends who you don’t really know
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7. Review your privacy settings on social media sites such as Facebook and
Whatsapp
Hopefully you haven’t been so scared that you have thrown away your phone,
but I feel that it is very important that the Big Local Project considers the risks
to being online and puts some thought into how best to improve people’s safety
online whilst promoting Digital Inclusion and Engagement.
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Chapter 10
Conclusion
10.1

Introduction

The purpose of this report was to get a better understanding of the digital landscape within Barrowcliff. Hopefully we have shown that whilst access to the Internet is probably below the national or regional average, it perhaps isn’t as low
as first thought. The report also shows that there are already lots of initiatives by
various organisations to promote digital inclusion and improve computer skills.
I have been involved heavily in the local charity and voluntary sector and have
run projects that, whilst seeming great on paper and people said they wanted,
were often met with low attendance or participation. Engaging people who don’t
want something or don’t realise they want or need it is even harder.
On any project like this there is always the risk that you run some scheme or
project that no one or very few people take up and the expense is wasted. IT
equipment has a large capital outlay with quick depreciation. Technical problems
on all levels of hardware and software can occur and can be expensive to repair.
Skilled IT staff can be expensive and hard to find. Administrating any of these
schemes would also be difficult, complicated as there is not a suitable central
community hub or centre. If there was an existing location that the community
was happy with and was controlled by Big Local then delivering and administrating
projects would be easier. The existing locations each seem to come with their own
set of ‘baggage’ be it political, religious or personal.
Below I list a few possible projects that could be run to improve Digital Inclusion. My personal view is the capital outlay and risk to most of these projects
is too great for any benefit they may give. Working with and promoting existing
schemes and opportunities would be cheaper and better value for money.
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10.2

Options

Do nothing
Internet usage is gaining naturally as can be seen by the Wi-Fi maps and the
research I have provided, probably greater than imagined and if smart phones
with 3g 4g bandwidth could be included the figure is likely to be higher. Internet
access is also available at libraries, schools and colleges and advice and training
are available by many of the partners of the Digital Inclusion Partnership as well
as other national and local initiatives.
There is no guarantee that any of the options below will increase engagement
and certainly not at a level consummate to their potential cost.

Series of Public Wi-Fi hubs
By setting up and running a number of Wi-Fi hotspots across the community,
people without fixed line internet access can go and get online check messages etc.
Anecdotally this is already happening at Gallows Close, however attracting groups
of potentially young people may be unwanted where ever these hubs are placed,
and may become potential crime hotspots. On thier own they are also unlikely to
help the older generation whoever, who are possibly the most digitally excluded
and difficult to reach group.

Subsidized Broadband
One of the stumbling blocks for fixed line Internet is the need to have a telephone
line this incurs a monthly fee and a possible installation or reconnection fee which
could cost upwards of 80. Many people now see a fixed line as redundant and
unnecessary with the advent of mobile phones and for those on low incomes or
benefits the reconnection fee and monthly line rental could be unaffordable.
An option could be to set aside a lump sum amount to offer to subsidize land
line installation and rental for a period of time. You could look to partner with
an ISP to offer this together. However thought would need to given to how this
would administrated and controlled.

Hardware Loan or Rental
Although many of the properties now have internet access they may not have correct devices top properly access internet services. The Wi-Fi could just be used for
digital TV, games consoles or mobile phones. Big Local could purchase a range of
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devices that could be loaned or rented for short periods of time. There will obviously be administrative overheads and potential legal and security ramifications.

Awareness of Security and Privacy
Develop or market an existing framework to help people become more security
aware when using the internet. Distributing leaflets with advice on how to help
people stay safe online could have a positive impact, with little financial outlay or
risk.

Community Wi-Fi project
Whilst I personally am a fan of this sort of project I would recommend against this
for a number of reasons. Firstly it is best suited to areas that have poor Internet
access such as developing countries or extremely rural areas. Barrowcliff is neither
and does have access to fast and relatively inexpensive broadband. Secondly, there
is a high level of technical knowledge needed and strong community support for
the project allowing access to roofs and to the hardware. A large quantity of
hardware would need to purchased along with internet access so capital outlay
would be large. To make it worthwhile you would need to get people to give up
their existing broadband connection, which many would be unable or unwilling to
do.

Develop a Central Community Hub to Promote Digital Skills,
Inclusion and Training
If you want to offer sustainable and cost effective digital inclusion it necessary to
overcome several barriers:
• Affordable access to the Internet
• Access to hardware and software suitable to achieve what they need
• Have access to support and advice from knowledgeable people
• Access to training
My recommendation if you wanted to try and really increase digital inclusion
and skills would be to set up a community hub fitted with broadband Internet and
a number of desktop PCs. The hub would be run 1 or 2 members of staff with
potential help from volunteers, work experience and perhaps apprentices. The hub
would be able to offer the following services:
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• Open access computers
• Run after school clubs for children and young people
• Develop community websites & social media
• Training from beginners to advanced
• Drop-in support and advice for people wanting to get on the internet
• Look at subsidising land line installation and rental (from a fixed pot of
money)
• Run a scheme to allow people to borrow hardware for use at home such as
laptops, Chromebooks or tablets
The hub could also develop a business model perhaps around selling of services,
PC recycling, PC accessories and consumables.
To achieve something along this line would probably require in excess of 100,000
to pay for premises, staff, equipment marketing etc. over a 3 year period. However
there is no guarantee of success and as with any project of this nature it would be
difficult to know if any difference it makes, would not have been achieved anyway.
If there was an existing site that was suitable it would make this sort of project
much more feasible and cost effective. Without it, there is a great deal of expense
with a lot of risk.
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Appendix A
Resources
Below are a list of online resources for you find out more information about the
various subjects discussed in the report

A.1

Digital Inclusion

Government Digital Inclusion Strategy 2014 Government Strategy Report
on Digital Inclusion
https://www.gov.uk/government/publications/government-digital-in
clusion-strategy/government-digital-inclusion-strategy#checklistfor-getting-people-online
Government Digital Inclusion Blog For up to date information on the Governments Digital Inclusion activities
https://digitalinclusion.blog.gov.uk/
NHS Get online: take control of your health
http://www.nhs.uk/NHSEngland/digital-inclusion/Pages/get-onlinetake-control-of-your-health.aspx
Good Things Foundation Good Things Foundation (formerly Tinder Foundation) is a charity that supports digitally and socially excluded people to
improve their lives through digital.
https://www.goodthingsfoundation.org/
Office of National Statisitics Internet access households and individuals: 2016
https://www.ons.gov.uk/peoplepopulationandcommunity/householdcha
racteristics/homeinternetandsocialmediausage/bulletins/interneta
ccesshouseholdsandindividuals/2016
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A.2

Community Wi-Fi

Commotion Commotion is a free, open-source communication tool that uses
wireless devices to create decentralized mesh networks. Provides all the
tools and guides to set up your own community mesh network
https://commotionwireless.net
Robin Hoods Bay Community Internet Project at Robin Hood’s Bay
http://www.rhbmesh.net/
South Bay Free Wif-Fi Project on Scarborough South Bay
http://www.freebaywifi.net
Super Fast North Yorkshire Organisation supporting Fast Broadband In North
Yorkshire
http://www.superfastnorthyorkshire.com/

A.3

Training and Education

Local
NYCC Adult Learning - Provides entry level computing courses for beginners
http://www.northyorks.gov.uk/article/24157/Adult-education
Scalby Library Local library, now volunteer led offers computer use and training
https://www.newbyandscalbylibrary.co.uk/
YH training A local private training provider
http://www.yh-group.co.uk/
Tyro Training A local private training provider
http://www.tyrotraining.co.uk/
University Technical College Offers engineering and technical qualifications as
an alternative to other schools and colleges
http://www.scarboroughutc.co.uk/
Krash Labs Offers after school computing, coding and gamings clubs
https://krashlabs.co.uk
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National
National Curriculum Details of computing in the National Curriculum
https://www.gov.uk/government/publications/national-curriculumin-england-computing-programmes-of-study
Code Club a national network of of volunteer led computer programming clubs
https://www.codeclub.org.uk/
Age UK Age UK computer training courses explain things clearly in plain English to help older people get online.
https://www.ageuk.org.uk/work-and-learning/technology-and-intern
et/computer-training-courses/

Internet Learning Resources
Khan Academy Offers free online courses in many subjects
https://www.khanacademy.org/
code.org Simple introduction to computer programming, aimed particularly at
children and young people.
edx Free online courses from the world’s best universities
https://www.edx.org/
BBC Online Learning The BBC offers a range of online courses that you can
study at your own pace
http://www.bbc.co.uk/learning/onlinecourses/
Open Learn Produced by The Open University, a world leader in open and distance learning, all OpenLearn courses are free to study
http://www.open.edu/openlearn/free-courses

A.4

Security and Privacy

UK Safer Internet Centre find e-safety tips, advice and resources to help children and young people stay safe online
https://saferinternet.org.uk/
Think U Know Resources for helping inform children and young people about
staying safe online
https://www.thinkuknow.co.uk/
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Get Safe Online Get Safe Online is the UKs leading source of unbiased, factual
and easy-to-understand information on online safety.
https://www.getsafeonline.org/
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